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Executive summary 
This document is a summary of work conducted by the Securitum. The subject of the test was the 
[CLINET_NAME] web application available at: 

• https://[REDACTED]-[...].[HOSTNAME].com, 
• https://[REDACTED]-test.[HOSTNAME].com, 
• server 3.XX.XXX.XXX. 

Tests were conducted using the following roles:  

• administrator, 
• employee, 
• end user, 
• unauthenticated user. 

The most severe vulnerabilities identified during the assessment were: 

• [FIXED] [MEDIUM] SECURITUM-2418005-001: Reflected Cross-Site Scripting (XSS) - ability to 
execute malicious JavaScript code 

• [PARTIALLY FIXED][MEDIUM] SECURITUM-2418005-002: Exposure of keys to external services 
• [FIXED][MEDIUM] SECURITUM-2418005-003: Promotional code enumeration 
• [FIXED][MEDIUM] SECURITUM-2418005-004: Weak password policy 

During the tests, particular emphasis was placed on vulnerabilities that might in a negative way affect 
confidentiality, integrity or availability of processed data. 

The security tests were carried out according to generally accepted methodologies, including: OWASP TOP10, 
(in a selected range) OWASP ASVS as well as internal good practices of conducting security tests developed by 
the Securitum. 

An approach based on manual tests (using the above-mentioned methodologies), supported by several 
automatic tools (i.a. Burp Suite Professional, DirBuster, ffuf, nmap), was used during the assessment. 

The web application testing was conducted on a best-effort basis, meaning that the work was performed with 
maximum possible efficiency within the limited time available. The assessment focused on the most 
significant categories of vulnerabilities rather than on a comprehensive review of every feature and component 
of the application. 

The vulnerabilities are described in detail in further parts of the report.  
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Retest Status (5.11.2025) 

All identified vulnerabilities were retested, with the exception of SECURITUM-2418005-011. 

Informational finding SECURITUM-2418005-011 was classified by the Client as intended functionality and 
was not retested. Additionally, during the retest, a potential vulnerability was identified and documented 
as finding SECURITUM-2418005-012. 

The table below presents the current status of each identified vulnerability: 

 
ID Vulnerability name Status 

SECURITUM-2418005-001 Reflected Cross-Site Scripting 
(XSS) - ability to execute 

malicious JavaScript code  

FIXED 

SECURITUM-2418005-002 Exposure of keys to external 
services 

PARTIALLY FIXED 

SECURITUM-2418005-003 Promotional code enumeration FIXED 

SECURITUM-2418005-004 Weak password policy FIXED 

SECURITUM-2418005-005 AI Chatbot context escape FIXED 

SECURITUM-2418005-006 Lack of security attributes for 
sensitive cookies 

NOT FIXED 

SECURITUM-2418005-007 Open Redirect – possibility to 
redirect a user to a malicious 

domain 

FIXED 

SECURITUM-2418005-008 Software version disclosure NOT IMPLEMENTED 

SECURITUM-2418005-009 Firewall configuration NOT IMPLEMENTED 

SECURITUM-2418005-010 Lack of transaction amount 
validation 

NOT IMPLEMENTED 

SECURITUM-2418005-011 Ability to add new attributes to 
an account 

NOT VERIFIED 

 
 

Retest Status – 29.01.2026 

 
Between 27 and 29 January 2026, selected previously identified vulnerabilities were retested. Readiness for 
retesting was reported for findings SECURITUM-2418005-006  and SECURITUM-2418005-012. 

As a result, a “Retest Status (29.01.2026)” section was added for each tested vulnerability or recommendation, 
containing detailed information on the retest performed. 
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In total, one vulnerability and one recommendation were retested. The current summary is presented in the 
table below: 

 
ID Vulnerability name Status 

SECURITUM-2418005-006 Lack of transaction amount 
validation 

FIXED 

SECURITUM-2418005-012 Ability to add new attributes to 
an account 

IMPLEMENTED 
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Risk classification 

Vulnerabilities are classified on a five-point scale, that reflects both the probability of exploitation of the 
vulnerability and the business risk of its exploitation. Below, there is a short description of the meaning of each 
of the severity levels: 

• CRITICAL – exploitation of the vulnerability makes it possible to compromise the server or network 
device, or makes it possible to access (in read and/or write mode) data with a high degree of 
confidentiality and significance. The exploitation is usually straightforward, i.e. an attacker does 
not need to gain access to the systems that are difficult to reach and does not need to perform 
social engineering. Vulnerabilities marked as ‘CRITICAL’ must be fixed without delay, mainly if they 
occur in the production environment. 

• HIGH – exploitation of the vulnerability makes it possible to access sensitive data (similar to the 
‘CRITICAL’ level), however the prerequisites for the attack (e.g. possession of a user account in an 
internal system) make it slightly less likely. Alternatively, the vulnerability is easy to exploit, but the 
effects are somehow limited. 

• MEDIUM – exploitation of the vulnerability might depend on external factors (e.g. convincing the 
user to click on a hyperlink) or other conditions that are difficult to achieve. Furthermore, 
exploitation of the vulnerability usually allows access only to a limited set of data or to data of 
a lesser degree of significance. 

• LOW – exploitation of the vulnerability results in minor direct impact on the security of the test 
subject or depends on conditions that are very difficult to achieve in practical manner (e.g. 
physical access to the server). 

• INFO – issues marked as ‘INFO’ are not security vulnerabilities per se. They aim to point out good 
practices, the implementation of which will lead to the overall increase of the system security level. 
Alternatively, the issues point out some solutions in the system (e.g. from an architectural 
perspective) that might limit the negative effects of other vulnerabilities. 

Statistical overview 

Below, a statistical summary of vulnerabilities is shown: 

 

Additionally, 4 INFO issues are reported. 
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Statistical overview after retests (05.11.2025) 

Below, a statistical summary of vulnerabilities is shown: 

 

Additionally, 4 INFO issues are reported and 1 newly reported finding. 

 

Statistical overview after retests (29.01.2026) 

Below, a statistical summary of vulnerabilities is shown: 

 

Additionally, 4 INFO issues are reported. 
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Change history 

Document date Version Change description 

29.01.2026 1.2 Retesting of the following vulnerabilities: 

• SECURITUM-2418005-006 and SECURITUM-2418005-012. 

A “Retest Status (29 January 2026)” section was added to the summary 
of the performed work and to the descriptions of the retested findings. 

A “Statistical Summary After Retests (29.01 2026)” section was added. 

06.11.2025 1.1 Retesting of the following vulnerabilities: 

• SECURITUM-2418005-001 - SECURITUM-2418005-010 

The following changes were introduced to the report: 

• addition of a retest status section to the summary of the 
performed work and to each vulnerability, 

• addition of a statistical summary after retesting. 

Addition of the newly identified issue: SECURITUM-2418005-012 

09.09.2025 1.0  Preparation of the security testing report. 
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Vulnerabilities in the web application 
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[FIXED] [MEDIUM] SECURITUM-2418005-001: Reflected Cross-Site 
Scripting (XSS) - ability to execute malicious JavaScript code 

STATUS AFTER RETESTS 

The vulnerability has been remediated. It is no longer possible to perform an XSS attack through the affected 
endpoint. 

SUMMARY 

The tested application is vulnerable to the Reflected Cross-Site Scripting attack. An attacker may perform 
unauthorized operations in the application or even take over access to it by adding malicious HTML/JavaScript 
code in parameters transferred to the application. 

More information: 

• https://owasp.org/www-community/attacks/xss/ 
• https://cwe.mitre.org/data/definitions/79.html  

PREREQUISITES FOR THE ATTACK 

The user must be authenticated to the application. 

TECHNICAL DETAILS (PROOF OF CONCEPT) 

To reproduce the vulnerability, a URL is constructed from two parts: 

https://[REDACTED]-test.[HOSTNAME].com/api/users/current/qr.svg? 

and parameters containing the appropriate values. 

Example payload for the bgColor parameter: 

bgColor="/><script>alert(document.cookie)</script> 

Example payload for the fgColor parameter: 

fgColor="/><script>alert(document.cookie)</script> 

The parameter values should then be URL-encoded. Most web browsers perform this encoding automatically. 
The resulting URL may have the following form: 

https://[REDACTED]-
test.[HOSTNAME].com/api/users/current/qr.svg?bgColor=transparent9%22/%3E%3Cscript%3Ealert(documen
t.cookie)%3C/script%3E&fgColor=%23362b26fu5i3%22%3Cscript%3Ealert(1)%3C%2fscript%3Ewgj28 

In this example, the code supplied in the bgColor parameter is immediately executed by the victim's browser: 

 

 

https://owasp.org/www-community/attacks/xss/
https://cwe.mitre.org/data/definitions/79.html
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The HTTP request is shown below: 

GET 
/api/users/current/qr.svg?bgColor=transparent%22/%3E%3Cscript%3Ealert(document.cookie)%3C/script%
3E&fgColor=any HTTP/2 
Host: [REDACTED]-test.[HOSTNAME].com 
Cookie: <redacted> 

The HTTP server response is shown below: 

HTTP/2 200 OK 
Content-Type: image/svg+xml; charset=utf-8 
 
<?xml version="1.0" encoding="UTF-8"?><svg shape-rendering="crispEdges" viewBox="0 0 25 25" 
xmlns="http://www.w3.org/2000/svg"><path 
fill="transparent9"/><script>alert(document.cookie)</script>" d="M7,0v1h1v-1zM9,0v1h1v-
1zM10,0v1h1v-1zM11,0v1h1v-1zM12,0v1h1v-1zM 

LOCATION 

https://[REDACTED]-test.[HOSTNAME].com/api/users/current/qr.svg? (Podatne parametry GET: bgColor, 
fgColor) 

RECOMMENDATION 

It is recommended to validate all the data received from the user (to reject of the values inconsistent with the 
template/format of a given field – whitelist approach) and then encode it on the output in relation to the 
context in which it is embedded (in all places of the application, not only those specified in the Location 
section). 

For this purpose, it should be verified whether the framework used by the application has built-in functions 
that implement the described recommendation. 

More information: 

• https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.ht
ml 

• https://cheatsheetseries.owasp.org/cheatsheets/XSS_Filter_Evasion_Cheat_Sheet.html  
• https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html 

  

https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Cross_Site_Scripting_Prevention_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/XSS_Filter_Evasion_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
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[PARTIALLY FIXED][MEDIUM] SECURITUM-2418005-002: Exposure of 
keys to external services 

STATUS AFTER RETESTS 

The vulnerability has been partially remediated. The keys are still present; however, restrictions based on the 
Referer header have been configured for outgoing requests: 

┌──([…]㉿scrtkali)-[~] 

└─$ python3 test.py  
Podaj klucz Google Maps API: AIza<REDACTED>HmMFZw 
[-] Żądanie zostało odrzucone: API keys with referer restrictions cannot be used with this API. 

The bot functionality using OpenWidgetAPI has not been modified. The bot still communicates directly with 
OpenWidgetAPI, exposing the API key.  

SUMMARY 

[CLINET_NAME] Business uses external services (e.g. Google Maps API and OpenWidget), which are accessed 
using API keys. These keys are exposed in the front-end code and can also be captured in HTTP traffic, for 
example by using browser developer tools. Exposing these keys to end users introduces the following risks: 

• Unauthorized use of the keys, which may result in unexpected costs for the application owner. 
• Injection of malicious data or manipulation of responses from external services, if the integration 

has not been adequately secured. 

PREREQUISITES FOR THE ATTACK 

The user must be authenticated to the application. 

TECHNICAL DETAILS (PROOF OF CONCEPT) 

Google API keys can be found at the following location: 

[REDACTED] 

Google API keys can be found at the following location: 

import requests 
 
def is_google_maps_api_key_valid(api_key: str) -> bool: 
    test_url = "https://maps.googleapis.com/maps/api/geocode/json" 
    params = { 
        "address": "Warsaw", 
        "key": api_key 
    } 
 
    try: 
        response = requests.get(test_url, params=params, timeout=5) 
        data = response.json() 
 
        if response.status_code == 200: 
            if data.get("status") == "OK": 
                print("[+] Klucz jest poprawny i działa.") 
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                return True 
            elif data.get("status") == "REQUEST_DENIED": 
                print(f"[-] Żądanie zostało odrzucone: {data.get('error_message')}") 
                return False 
            else: 
                print(f"[!] Odpowiedź API: {data.get('status')}") 
                return False 
        else: 
            print(f"[-] Błąd HTTP: {response.status_code}") 
            return False 
    except requests.RequestException as e: 
        print(f"[!] Błąd połączenia: {e}") 
        return False 
 
# Przykład użycia: 
if __name__ == "__main__": 
    klucz = input("Podaj klucz Google Maps API: ").strip() 
    is_google_maps_api_key_valid(klucz) 

Verification of the key used in the production environment: 

 

Verification of the key used in the non-production environment: 

 

For comparison, the response for an invalid key: 

 

An authorization token used for integration with OpenWidgetAPI was also identified. The token is periodically 
refreshed, however, having access to the [CLINET_NAME] application makes it possible to automate the token 
refresh process and use the external service independently. To capture the token, a conversation with the bot 
should be initiated and the request sent to OpenWidgetAPI should be intercepted. 

The following standalone HTTP request confirms access to the service: 

POST /v1.0/integrations/[…]/messages HTTP/1.1 
Host: api.openwidget.com 
User-Agent: […] 
Content-Type: application/json 
Authorization: Bearer us-south1:<redacted> 
Content-Length: 34 
Origin: https://cdn.openwidget.com 
Referer: https://cdn.openwidget.com/ 
[…] 
 
{"content":"ok napisz [CLINET_NAME]123"} 

Application server response: 
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HTTP/1.1 201 Created 
Content-Type: application/json; charset=utf-8 
Content-Length: 178 
[…] 
 
{"id":"msg_TOR9[…]","as[…]":null,"role":"user","[…]":1[…]28564,"content":[{"type":"text","text":{
"value":"ok napisz [CLINET_NAME]123","annotations":[]}}]} 

LOCATION 

• [REDACTED] 

RECOMMENDATION 

It is recommended to store and use API keys exclusively on internal servers. Requests to external APIs should 
also be proxied through the backend server. 

Additionally, restricting API access to explicitly authorized addresses may be considered.  
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[FIXED][MEDIUM] SECURITUM-2418005-003: Promotional code 
enumeration 

STATUS AFTER RETESTS 

The vulnerability has been remediated. When a brute-force attack against promotional codes is attempted, 
the server returns the following message: 

Too many requests, please try again later. 

This significantly impedes automated enumeration attempts. 

SUMMARY 

The promotional code validation mechanism in the application allowed users to submit repeated API requests 
in order to verify whether promotional codes were valid, without any limitation on the number of attempts. 
The absence of such restrictions made it possible to perform a brute-force attack aimed at identifying valid 
promotional codes. 

PREREQUISITES FOR THE ATTACK 

An account in the application is required. 

TECHNICAL DETAILS (PROOF OF CONCEPT) 

To reproduce the vulnerability, it should first be verified that valid coupons exist in the application. To create 
them, authentication to the business application should be performed and the Generate QR Codes option 
should be selected. 

Next, after authenticating to the client application, the following URL should be accessed: 

https://[REDACTED]-test.[HOSTNAME].com/redeem?code= 

The generated POST request should then be intercepted: 

POST /api/[…]/claim HTTP/1.1 
Host: [REDACTED]-test.[HOSTNAME].com 
Content-Length: 41 
Referer: https://[REDACTED]-test.[HOSTNAME].com/redeem?code=1777-1514-2792 
Cookie: <redacted> 
[…] 
 
{"short_transaction_id":"1147-[…]-3878"} 

Application server response: 

HTTP/1.1 200 OK 
[…] 
{"_id":"47bda0f2-664e-[…]","created_at":"2025-09-08T11:06:06.932Z","updated_at":"2025-09-
08T11:10:13.679Z","amount":2,"transaction_group_id":"af405e49-[…]","business_id":"0cb8aa7a-
[…]","type":"points","created_by":"ddaa74c2-[…]","} 

Each code can only be redeemed once. Therefore, after submitting the same code for the second time, the 
server returns a 500 Internal Server Error response because the code is no longer valid. 
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Based on this behavior, the attack can be automated using a custom script or, as in the presented example, 
Burp Intruder. The value of the short_transaction_id parameter should be configured as the payload 
position, and code enumeration can then be performed within the range from 0000-0000-0000 to 9999-9999-
9999. 

To reduce the time required for the test, approximately 100 random codes and 2 valid codes were generated. 
The enumeration results are shown in the screenshot below: 

 

Requests containing a valid code immediately credit points to the user's account. 

LOCATION 

POST /api/[…]/claim (parametr short_transaction_id) 

RECOMMENDATION 

It is recommended to limit the number of promotional code validation attempts permitted per user, for 
example to one attempt per minute. Additionally, a temporary lockout mechanism may be implemented after 
a defined number of unsuccessful attempts. 

 

 
  



 

 +48 (12) 352 33 82 
securitum@securitum.pl 

www.securitum.pl 
www.sekurak.pl 

 
17 

[FIXED][MEDIUM] SECURITUM-2418005-004: Weak password policy 

STATUS AFTER RETESTS 

The application prevents users from setting a simple password; however, it does not provide guidance on how 
to create a strong password. 

Additionally, during verification, a potential new vulnerability was identified and is described in finding 
SECURITUM-2418005-012. 

SUMMARY 

During the tests, it was observed that the application has weak password policy implemented. Weak policy 
allows users to set simple passwords that can then be cracked by an attacker. 

More information: 

• https://wiki.owasp.org/index.php/Testing_for_Weak_password_policy_(OTG-AUTHN-007) 
• https://cwe.mitre.org/data/definitions/521.html  

PREREQUISITES FOR THE ATTACK 

None. 

TECHNICAL DETAILS (PROOF OF CONCEPT) 

During testing, it was possible to set the user's password to test. Request in the end-user application: 

PATCH /api/users/43b86c47-6147-[…] HTTP/2 
Host: [REDACTED]-test.[HOSTNAME].com 
Cookie: <redacted> 
Content-Type: multipart/form-data; boundary=----WebKitFormBoundary1mIm5Fdv9NaGnWc7 
[…] 
 
------WebKitFormBoundary1mIm5Fdv9NaGnWc7 
Content-Disposition: form-data; name="current_password" 
 
tes1 
------WebKitFormBoundary1mIm5Fdv9NaGnWc7 
Content-Disposition: form-data; name="new_password" 
 
test 
------WebKitFormBoundary1mIm5Fdv9NaGnWc7 
Content-Disposition: form-data; name="new_password_confirm" 
 
test 
------WebKitFormBoundary1mIm5Fdv9NaGnWc7— 
 

Application server response: 

HTTP/2 200 OK 
[…] 
 
{…} 

https://wiki.owasp.org/index.php/Testing_for_Weak_password_policy_(OTG-AUTHN-007)
https://cwe.mitre.org/data/definitions/521.html
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The same behavior was observed in the business application: 

PATCH /api/accounts/dc9185b6-59a0-[…] HTTP/2 
Host: [REDACTED]-[...].[HOSTNAME].com 
Cookie: <redacted>  
[…] 
 
------geckoformboundary59e9610f0db0b2a01035a928b45b8aad 
Content-Disposition: form-data; name="_id" 
 
dc9185b6-59a0-45ac-935d-869c173fa302 
------geckoformboundary59e9610f0db0b2a01035a928b45b8aad 
Content-Disposition: form-data; name="token" 
 
390ffcb7-f213-40e5-9623-9c0c80b7cf40 
------geckoformboundary59e9610f0db0b2a01035a928b45b8aad 
Content-Disposition: form-data; name="new_password" 
 
test 
------geckoformboundary59e9610f0db0b2a01035a928b45b8aad 
Content-Disposition: form-data; name="new_password_confirm" 
 
test 
------geckoformboundary59e9610f0db0b2a01035a928b45b8aad— 

Application server response: 

HTTP/2 200 OK 
[…] 
 
{…} 

LOCATION 

• https://[REDACTED]-[...].[HOSTNAME].com/, 
• https://[REDACTED]-test.[HOSTNAME].com/. 

RECOMMENDATION 

It is recommended to implement the requirements regarding password policy, in particular:  

1. Enforce a minimum password length of at least 12 characters and a maximum length of up to 128 
characters. A maximum length limit should be introduced due to the potential risk of Denial-of-Service 
(DoS) attacks if excessively long passwords are accepted without restriction. 

2. Verify that the password is not included among at least the 10,000 most commonly used passwords 
identified in database breaches and other sources, and that it is not present in publicly available 
password dictionaries commonly used in brute-force attacks. 

3. Do not impose password composition requirements restricting the types of characters that must be 
used. 

4. Do not enforce periodic password expiration. 
5. Require a password change if compromise of the password is suspected. 
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6. Implement application-based two-factor authentication (2FA), for example using Google 
Authenticator. The use of SMS-based authentication is strongly discouraged. 

It should be noted that some systems still force the configuration of password complexity or expiration. 
Therefore, as a transitional solution (not considered as completely secure) the following can be set temporarily 
(until the above policy is fully implemented): 

a) Implementation of the password complexity requirements to contain a minimum of 1 special 
character, 1 digit, 1 lowercase letter and 1 uppercase letter; 

b) Enforcing a periodic password change every 1 year. 

It should be taken into account, that the implementation of only some points from the recommendations will 
also be considered not completely safe, therefore it is recommended to implement them all. 

Access to sensitive functionalities and systems should always force reauthentication. 

It is also worth considering implementing functionality that will verify the strength of the password – this helps 
to limit the risk that users will create simple passwords despite the restrictions. 

In addition, it is recommended to implement "password managers" into the company, which will significantly 
increase the security of created passwords. 

More information: 

• https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html 
 

 

 
  

https://cheatsheetseries.owasp.org/cheatsheets/Authentication_Cheat_Sheet.html
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[FIXED][LOW] SECURITUM-2418005-005: AI Chatbot Context Escape 

STATUS AFTER RETESTS 

The vulnerability has been remediated. No possibility of forcing the chatbot outside its intended context was 
identified. 

SUMMARY 

In the application integrated with an AI chatbot, it was possible to manually trigger a so-called context escape, 
which could result in uncontrolled assistant behavior. A user could craft a message or instruction causing the 
chatbot to operate outside the intended conversational or functional context, for example by switching from 
a customer-service role to a general-purpose or administrative mode. 

This behavior could potentially result in: 

• access to unintended functionality, 
• disclosure of data or debugging information, 
• compromise of the integrity of the user interface or application logic. 

Potential risks: 

• Unauthorized access to application functionality intended only for selected user roles, such as 
moderators. 

• Bypassing business workflows and interaction rules, for example by obtaining discounts, data, or 
access to resources outside the intended process. 

• Data exfiltration, where the chatbot is integrated with internal resources and insufficient controls are 
applied to the conversational context. 

• Reputational impact, where the chatbot may generate incorrect, inappropriate, or unprofessional 
responses after being forced outside the intended thematic scope. 

PREREQUISITES FOR THE ATTACK 

An account in the application. 

TECHNICAL DETAILS (PROOF OF CONCEPT) 

This case cannot be reproduced on a one-to-one basis, as the LLM powering the chat may behave differently 
even when provided with the same input. The messages submitted during testing should therefore be adapted 
to the chatbot’s responses. 

An example conversation with the chatbot is presented below. The auditor successfully induced the chatbot 
to provide assistance related to attacking the application: 
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LOCATION 

[REDACTED] 

RECOMMENDATION 

It is recommended to implement strict contextual constraints or guardrails preventing the chatbot from 
responding outside its intended functional and thematic scope. 
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Before a user message is passed to the AI model, a filtering and validation layer should be applied to detect 
and reject attempts to redirect the conversation outside the permitted context. 
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[FIXED][LOW] SECURITUM-2418-006: Lack of security attributes for 
sensitive cookies 

STATUS AFTER RETESTS (29.01.2026) 

The vulnerability has been remediated. The sid cookie has the Secure attribute set: 

 

 

STATUS AFTER RETESTS 

The vulnerability has not been remediated. The sid cookie still does not have the Secure attribute configured. 

SUMMARY 

During the audit it was observed that the application did not set security attribute for sensitive cookies. These 
attribute is: 

• Secure – informs the browser to send the cookie only using an encrypted communication channel 
(HTTPS). If this attribute is not set and an attacker intercepts unencrypted communication, he or she 
can potentially access the cookie value, which can result in account takeover. 

Below is the list of cookies with no security attributes set: 

• sid 

More information: 

• https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#cookies  
• https://wiki.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002) 
• https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies 
• https://cwe.mitre.org/data/definitions/1004.html  
• https://cwe.mitre.org/data/definitions/614.html 

PREREQUISITES FOR THE ATTACK 

Presence of another, exploitable vulnerability (e.g. XSS, CSRF, MitM). 

TECHNICAL DETAILS (PROOF OF CONCEPT) 

End-user application: 

https://cheatsheetseries.owasp.org/cheatsheets/Session_Management_Cheat_Sheet.html#cookies
https://wiki.owasp.org/index.php/Testing_for_cookies_attributes_(OTG-SESS-002)
https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies
https://cwe.mitre.org/data/definitions/1004.html
https://cwe.mitre.org/data/definitions/614.html
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Business application: 

 

LOCATION 

Cookie management. 

RECOMMENDATION 

It is recommended that the application set the Secure attribute for the affected cookies. 
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[FIXED][LOW] SECURITUM-2418005-007: Open Redirect – possibility to 
redirect a user to a malicious domain 

STATUS AFTER RETESTS 

The vulnerability has been remediated. 

SUMMARY 

The analysis showed that the application does not correctly validate the URL to which a user is being 
redirected. Using this fact, an attacker, may send the user to a malicious page. 

More information: 

• https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_She
et.html  

PREREQUISITES FOR THE ATTACK 

• The user must be authenticated to the application. The integration with the affected application must 
be inactive. 

• Accessing the specified link activates the integration. Therefore, after each visit to the link, the 
integration must be deactivated before attempting to reproduce the vulnerability again. 

TECHNICAL DETAILS (PROOF OF CONCEPT) 

The example below shows a URL containing the address to which the user is redirected: 

https://[REDACTED]-
[...].[HOSTNAME].com/auth/[...]_mm/callback?state=%7B%22mobile%22%3Afalse%2C%22returnPath%22%3A%2
2%2F%2Fssohfjhqjqgxlq49y[...].x.[REDACTED].pl%2Fintegrations%22%7D 

After decoding, the URL has the following form: 

https://[REDACTED]-
[...].[HOSTNAME].com/auth/[...]_mm/callback?state={"mobile":false,"returnPath":"//ssohfjhqjqgxlq4
9y[...].x.[REDACTED].pl/integrations"} 

The state parameter contains a JSON value, one of whose fields is returnPath. In this case, the default 
[CLINET_NAME] application page to which the user should have been redirected was replaced with the 
address of a malicious domain. 

Browser view: 

 

The application response confirms that the supplied address has been accepted and configures the redirect 
accordingly. 

https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html
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GET 
/auth/[...]_mm/callback?state=%7B%22mobile%22%3Afalse%2C%22returnPath%22%3A%22%2F%2Fssohfjhqjqgxl
q49y64[…].x.[REDACTED].pl%2Fintegrations%22%7DHTTP/2 
Host: [REDACTED]-[…].[HOSTNAME].com 
Cookie: <redacted> 
[…] 

Application server response: 

HTTP/2 302 Found 
[…] 
Location: https://[REDACTED]-
[...].[HOSTNAME].com/[...]%22%3A%22%2F%2Fssohfjhqjqgxlq49[...].x.[REDACTED].pl%2Fintegrations%22%
7D 
[…] 
 
<p>Found. Redirecting to https://[REDACTED]-
[...].[HOSTNAME].com/auth/[...]3A%22%%2F%2Fssohfjhqjqgx[...].x.[REDACTED].pl%2Fintegrations%22%7D
</p> 

The victim is redirected to the malicious domain ssohfjhqjqgx[…].x.[REDACTED].pl: 

 

LOCATION 

[REDACTED] 

RECOMMENDATION 

It is recommended to verify the destination address to which the redirection takes place, e.g. by creating a list 
of allowed addresses to which users can be redirected (validation should take place on the server side).  

More information: 

• https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_She
et.html 

• https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html  

  

https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Unvalidated_Redirects_and_Forwards_Cheat_Sheet.html
https://cheatsheetseries.owasp.org/cheatsheets/Input_Validation_Cheat_Sheet.html
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Informational issues 
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[NOT IMPLEMENTED][INFO] SECURITUM-2418005-008: Software version 
disclosure 

STATUS AFTER RETESTS 

The recommendation has not been implemented. 

┌──([…]㉿scrtkali)-[~] 

└─$ nmap -p 27017,22 3.XX.XXX.XXX -sV 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-11-05 11:39 CET 
Nmap scan report for [REDACTED].amazonaws.com (3.XX.XXX.XXX) 
Host is up (0.025s latency). 
 
PORT      STATE SERVICE VERSION 
22/tcp    open  ssh     OpenSSH 8.7 (protocol 2.0) 
27017/tcp open  mongodb MongoDB 6.1 or later 

SUMMARY 

The service exposes detailed software version information without requiring authorization. Such information 
may be collected by automated network scanners and subsequently used to identify vulnerabilities applicable 
to the server.  

TECHNICAL DETAILS (PROOF OF CONCEPT) 

SSH version: 

 

MongoDB version: 

 

LOCATION 

[REDACTED] 

RECOMMENDATION 

Software version information should be hidden from unauthorized users. 
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[NOT IMPLEMENTED][INFO] SECURITUM-2418005-009: Firewall 
configuration 

STATUS AFTER RETESTS 

The recommendation has not been implemented. The services remain directly accessible from the Internet: 

┌──([...]㉿scrtkali)-[~] 

└─$ nmap -p 27017,22,80 3.XX.XXX.XXX 
Starting Nmap 7.95 ( https://nmap.org ) at 2025-11-05 12:06 CET 
Nmap scan report for [REDACTED].amazonaws.com (3.XX.XXX.XXX) 
Host is up (0.026s latency). 
 
PORT      STATE SERVICE 
22/tcp    open  ssh 
80/tcp    open  http 
27017/tcp open  mongod 

SUMMARY 

Application servers, such as API servers, backend systems, and administrative panels, are directly accessible 
from the Internet without an intermediate access control or filtering layer, such as a reverse proxy, network 
firewall, or Web Application Firewall. 

LOCATION 

[REDACTED] 

RECOMMENDATION 

 The entire application infrastructure should be placed behind a controlled entry point, such as a reverse 
proxy, Web Application Firewall, or gateway. 

Firewall rules should be configured so that backend and application servers accept traffic only from trusted 
sources, such as the proxy layer or explicitly authorized IP addresses. 

Additionally, the actual IP address of the origin server should not be publicly exposed or directly reachable. 
This reduces the risk of network-level attacks, automated attacks, and bypassing application security controls. 
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[NOT IMPLEMENTED][INFO] SECURITUM-2418005-010: Lack of Content-
Security-Policy header 

STATUS AFTER RETESTS 

The recommendation has not been implemented. 

SUMMARY 

The Content-Security-Policy (CSP) header was not identified in the application responses. 

Content Security Policy is a security mechanism operating at the browser level that aims to protect it against 
the effects of vulnerabilities acting on the browser side (e.g. Cross-Site Scripting). CSP may significantly impede 
the exploitation of vulnerabilities, however its implementation may be complicated and may require 
significant changes in the application structure. 

The main idea of CSP is to define a list of allowed sources from which external resources can be loaded on the 
page. For example, if you define the following CSP policy: 

Content-Security-Policy: default-src 'self' 

all external resources on the webpage may be loaded only from the application’s domain ('self'), and due to 
that, any attempt to load script or image from external domain will fail. In this implementation, it is also 
impossible to define the script code directly in the HTML code, e.g.: 

<script>jQuery.ajax(...)</script> 

All scripts must be defined in external files, e.g.: 

<script src="/app.js"></script> 

More information: 

• https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html 

LOCATION 

Entire application. 

RECOMMENDATION 

It is recommended to consider implementation of the Content-Security-Policy header. To do this, define all 
domains from which the resources in the application are downloaded (images, scripts, video/audio elements, 
CSS styles etc.) and build CSP policy based on them.  

If a large number of scripts defined directly in the HTML code (<script> tags or events such as onclick) is used, 
they should be placed in external JavaScript files or nonce policies should be used. More information is 
included in the links below: 

• https://csp-evaluator.withgoogle.com/ 
• https://csp.withgoogle.com/docs/index.html 
• https://report-uri.com/home/generate 

  

https://cheatsheetseries.owasp.org/cheatsheets/Content_Security_Policy_Cheat_Sheet.html
https://csp-evaluator.withgoogle.com/
https://csp.withgoogle.com/docs/index.html
https://report-uri.com/home/generate
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[NOT VERIFIED][INFO] SECURITUM-2418005-011: Lack of transaction 
amount validation 

STATUS AFTER RETESTS 

The finding was not retested. The Client classified the described behavior as intended functionality. 

SUMMARY 

A business user can modify the transaction amount assigned to an end user to an arbitrary value, including a 
negative value, by modifying the HTTP request sent to the API. According to the client application, each 
transaction is originally assigned a value of 1. 

TECHNICAL DETAILS (PROOF OF CONCEPT) 

To reproduce the behavior, authentication to a business account should first be performed. Next, the Scan 
Code option should be selected and a QR code should either be scanned or entered manually. 

The Add Points functionality should then be used and the following request intercepted: 

POST /api/business/current/transactions 

The value of the amount parameter should then be changed from 1 to 10000: 

POST /api/[...]/transactions HTTP/1.1 
Host: [REDACTED]-[...].[HOSTNAME].com 
Referer: https://[REDACTED]-[...].[HOSTNAME].com/[...] 
Cookie: <redacted> 
[…] 
 
------geckoformboundary5aa1ccecfb711751d34f579849ecee89 
Content-Disposition: form-data; name="amount" 
 
100000 
------geckoformboundary5aa1ccecfb711751d34f579849ecee89 
Content-Disposition: form-data; name="user_id" 
 
b03e77d8-5af6-4592-9e97-44810fe84d5e 
------geckoformboundary5aa1ccecfb711751d34f579849ecee89— 

Application server response: 

HTTP/1.1 201 Created 
Content-Type: application/json; charset=utf-8 
Content-Length: 352 
[…] 
 
{"_id":"[…]","created_at":"2025-09-05T19:35:09.774Z","updated_at":null,"amount":100000,"[…]92db-
cf888fb69cba"} 

It is also possible to deduct points using the same request. For this purpose, the value of the amount parameter 
was set to -100003: 

POST /api/[...]/transactions HTTP/1.1 
Host: [REDACTED]-[...].[HOSTNAME].com 
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Cookie: <redacted> 
[…] 
 
------geckoformboundary5aa1ccecfb711751d34f579849ecee89 
Content-Disposition: form-data; name="amount" 
 
-100003 
------geckoformboundary5aa1ccecfb711751d34f579849ecee89 
Content-Disposition: form-data; name="user_id" 
 
b03e77d8-5af6-4592-9e97-44810fe84d5e 
------geckoformboundary5aa1ccecfb711751d34f579849ecee89— 

Application server response: 

HTTP/1.1 201 Created 
Content-Type: application/json; charset=utf-8 
Content-Length: 353 
[…] 
 
{"_id":"05865ff9-[…]","created_at":"[…]":null,"amount":-100003,"business_id":"0cb8aa7a-[…]"," -
[….]"} 

LOCATION 

[REDACTED] 

RECOMMENDATION 

It should be verified whether modification of the transaction amount is consistent with the intended business 
logic of the application. Appropriate server-side validation should be implemented based on the expected 
behavior. 
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[IMPLEMENTED][INFO] SECURITUM-2418005-012: Ability to add new 
attributes to an account 

STATUS AFTER RETESTS (29.01.2026) 

The informational finding has been addressed. During the retest, it was not possible to add a new attribute to 
the account. 

SUMMARY 

During retesting, a potential vulnerability was identified that allowed a user to fully modify their own profile by 
adding new, undefined attributes to the account. Such behavior could potentially lead to various classes of 
vulnerabilities, including XSS, SQL injection, or even Remote Code Execution (RCE). 

As this issue was identified during the retest, it was not investigated further. For this reason, it was classified as 
an informational finding. 

PREREQUISITES FOR THE ATTACK 

None. 

TECHNICAL DETAILS (PROOF OF CONCEPT) 

To reproduce the vulnerability, authentication to an account should first be performed. The following request 
should then be sent: 

PATCH /api/users/43b86c47-[…] HTTP/2 
Host: [REDACTED]-test.[HOSTNAME].com 
Cookie: <REDACTED> 
User-Agent: Mozilla/5.0 
Accept: application/json 
Accept-Language: en-US,en;q=0.5 
Accept-Encoding: gzip, deflate, br 
Content-Type: multipart/form-data; boundary=----geckoformboundarye0657dda7cbea76361e251869fad5d4b 
Content-Length: 668 
Referer: https://[REDACTED]-test.[HOSTNAME].com/profile/your_info/edit 
Sentry-Trace: <REDACTED> 
Baggage: <REDACTED> 
Origin: https://[REDACTED]-test.[HOSTNAME].com 
Te: trailers 
 
------geckoformboundarye0657dda7cbea76361e251869fad5d4b 
Content-Disposition: form-data; name="first_name" 
 
Audytor 
------geckoformboundarye0657dda7cbea76361e251869fad5d4b 
Content-Disposition: form-data; name="email" 
 
audytor2+[CLINET_NAME]01@[...] 
------geckoformboundarye0657dda7cbea76361e251869fad5d4b 
Content-Disposition: form-data; name="birthday" 
 
09-04 
------geckoformboundarye0657dda7cbea76361e251869fad5d4b 
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Content-Disposition: form-data; name="gender" 
 
male 
------geckoformboundarye0657dda7cbea76361e251869fad5d4b 
Content-Disposition: form-data; name="hacking" 
 
Hacking 
------geckoformboundarye0657dda7cbea76361e251869fad5d4b— 

The server response indicates that a new attribute has been added to the account: 

HTTP/2 200 OK 
Content-Type: application/json; charset=utf-8 
[…] 
 
{"_id":"43b86c47-[…]","created_at":[…]-1142","hacking":"Hacking"} 

LOCATION 

[REDACTED] 

RECOMMENDATION 

It is recommended to prevent users from creating and adding arbitrary, undefined attributes to their accounts. 

 

 
 


